
  

                                                                                           

 

Managing innovation in the cyber security technology sector: 
Bringing together technology entrepreneurship and research opportunities 

ISPIM Americas Workshop, Tuesday, October 7th, 2014, Montreal, Canada  

Cyber security problems have become a major issue of increasingly growing interest for today’s society. 
Broadly speaking, the cyber threats facing citizens, governments, and infrastructure organizations come from 
three types of actors: Criminals, Hacktivists and Nation States. Criminals are motivated by profit and focus 
on fraud. Hactivists are motivated by sociopolitical causes and focus on drawing attention through disruption 
and shaming. Nation States are motivated by political or economic advantage and focus on different forms of 
espionage. Criminal actors remain the greatest threat to society, in part because of their profit motive, but 
mostly because they are the major source of innovation. In the past, security efforts might have targeted the 
talented individuals who wrote malicious code for applications that could become the source of potential 
cyber-attacks. Today, there are highly sophisticated and innovative criminal ecosystems including different 
types of agents with different roles: funders, malware writers, botnet operators, botnet users, money mules, 
mule herders, state-funded “skunkworks” etc. The ecosystems have become innovatively organized and 
increasingly servitized. The servitization of the criminal ecosystems means that actors wishing to commit 
fraud do not require advanced technical skills; the required tools and services are readily available and easy 
to use. The “democratization” of cyber security fraud poses a major challenge for society which calls for 
action on the side of innovation, technology management and entrepreneurship scholars and practitioners.   
 
Technology and innovation management scholars are facing a major paradox: the sources of innovation in 
the cyber security space are driven by criminals and the criminals are putting significant efforts and 
resources into the development of highly innovative ways and technologies to harm people, organizations 
and governments. The workshop aims at providing an interactive forum to identify new technology 
entrepreneurship and research opportunities by involving university researchers, technology company 
representatives, entrepreneurs and R&D experts, to address the emerging challenges within the cyber 
security technology sector. It has a multifold objective:  

• Applying existing theories of innovation, technology management and entrepreneurship to address 
existing and future challenges within the cyber security technology sector;  

• Identifying new relevant theories and frameworks from other interdisciplinary fields that could 
become the source of new practical insights;  

• Identifying specific research topics that could be addressed by some of the workshop participants in 
future special issues of the Technology Innovation Management Review (www.timreview.ca); 

• Contributing to the emergence of an international cyber security innovation community;  
• Identifying specific technology entrepreneurship opportunities that could become the source for the 

emergence of new technology companies of high relevance for present day society.1  
 
Faculty members of Carleton University’s Technology Innovation Management (http://timprogram.ca/faculty) 
and the University of Southern Denmark’s Centre for Integrative Innovation Management will lead the 
workshop.2 It will start with a brief presentation followed by a panel discussion including two cyber security 
experts. In the second part of the workshop the audience will split in groups focusing on identifying 
theoretical insights, frameworks and approaches that could help addressing some of the existing issues in 
one or two special issues of the TIM Review. Last but not least, the different groups will discuss specific 
entrepreneurial opportunities that could help in addressing some of the major jobs to be done in the cyber 
security sector. A final document including lessons learned will be distributed right after the conference.  
 
For more information, please contact:  

Stoyan Tanev, Associate Professor, Department of Technology Innovation & Centre for Integrative Innovation 
Management, University of Southern Denmark, Odense, Denmark: tan@iti.sdu.dk   
Steven Muegge, Assistant Professor, Technology Innovation Management Program, Carleton University, Ottawa, 
ON, Canada: smuegge@sce.carleton.ca  
Mika Westerlund, Assistant Professor, Technology Innovation Management Program, Carleton University, 
Ottawa, ON, Canada: mika_westerlund@carleton.ca  

                                                           
1 T. Bailetti, “Technology Entrepreneurship: Overview, Definition, and Distinctive Aspects”. TIM Review, February 2012: 
http://timreview.ca/article/520; S. Muegge, "Platforms, Communities, and Business Ecosystems: Lessons Learned about Technology 
Entrepreneurship in an Interconnected World". TIM Review, February 2013: http://timreview.ca/article/655; T. Bailetti et al., “An 
Overview of Four Issues on Technology Entrepreneurship in the TIM Review”. TIM Review, May 2012: http://timreview.ca/article/557  
2 http://www.sdu.dk/en/om_sdu/institutter_centre/i_marketing/forskning/forskningsenheder/integrerendeinnovationsmanagement 
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Our panel discussion experts (tentative) 
  
Dr. D’Arcy Walsh, Communications Security Establishment Canada 
D’Arcy Walsh is a Science Advisor at the Communications Security Establishment Canada (CSEC). His 
research interests include software-engineering methods and techniques that support the development 
and deployment of dynamic systems, including dynamic languages, dynamic configuration, context-
aware systems, and autonomic and autonomous systems. He received his BAH from Queen’s University 
in Kingston, Canada, and he received his BCS, his MCS, and his PhD in Computer Science from 
Carleton University in Ottawa, Canada. 
 
Dr. Tony Bailetti, Carleton University 
Tony Bailetti is an Associate Professor in the Sprott School of Business and the Department of Systems 
and Computer Engineering at Carleton University, Ottawa, Canada. Professor Bailetti is the Director of 
Carleton University's Technology Innovation Management (TIM) program. His research, teaching, and 
community contributions support technology entrepreneurship, regional economic development, and 
international co-innovation. 
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