
 

 

 

 

 

 

 

University of Southern Denmark

Machine Learning with Echo State Networks for Automated Fault Diagnosis in Small
Unmanned Aircraft Systems

Diget, Emil Lykke; Hasan, Agus; Manoonpong, Poramate

Published in:
2022 International Conference on Unmanned Aircraft Systems (ICUAS)

DOI:
10.1109/ICUAS54217.2022.9836179

Publication date:
2022

Document version:
Accepted manuscript

Citation for pulished version (APA):
Diget, E. L., Hasan, A., & Manoonpong, P. (2022). Machine Learning with Echo State Networks for Automated
Fault Diagnosis in Small Unmanned Aircraft Systems. In 2022 International Conference on Unmanned Aircraft
Systems (ICUAS) (pp. 1066-1072). IEEE. Proceedings of International Conference on Unmanned Aircraft
Systems https://doi.org/10.1109/ICUAS54217.2022.9836179

Go to publication entry in University of Southern Denmark's Research Portal

Terms of use
This work is brought to you by the University of Southern Denmark.
Unless otherwise specified it has been shared according to the terms for self-archiving.
If no other license is stated, these terms apply:

            • You may download this work for personal use only.
            • You may not further distribute the material or use it for any profit-making activity or commercial gain
            • You may freely distribute the URL identifying this open access version
If you believe that this document breaches copyright please contact us providing details and we will investigate your claim.
Please direct all enquiries to puresupport@bib.sdu.dk

Download date: 23. May. 2023

https://doi.org/10.1109/ICUAS54217.2022.9836179
https://doi.org/10.1109/ICUAS54217.2022.9836179
https://portal.findresearcher.sdu.dk/en/publications/052216e7-0ef2-45f3-87ff-02a2f4e0a45e


Machine Learning with Echo State Networks for Automated Fault
Diagnosis in Small Unmanned Aircraft Systems*

Emil Lykke Diget1, Agus Hasan2, and Poramate Manoonpong1

Abstract— Echo State Network (ESN) is one of machine
learning methods that can be used to detect anomalies in
sensor readings. The method predicts output signals, from
which a prediction error can be created. To enable fault-
tolerant control, ESN needs to be combined with a robust
fault estimation method. Indeed, identifying the source of the
faults, whether coming from sensors or actuators, is crucial in
safety-critical Unmanned Aircraft Systems (UAS), since it will
determine proper control actions when the faults occur. This
paper presents a novel method to combine sensor anomaly
detection using ESN with actuator fault estimation using
adaptive extended Kalman filter (AEKF). Numerical results
show the benefit of using the cascaded algorithm in a noisy
environment. Furthermore, the presented method is validated
using a hexacopter with actuator faults in indoor experiments.

I. INTRODUCTION

Sensors and actuators in Unmanned Aircraft Systems

(UAS) or drones are prone to failures. Each failure needs

to be detected, localized, and estimated, as soon as possible

to enable fault-tolerant control and other automated safety-

critical decisions [1]. Several researchers have developed

fault diagnosis algorithms for such problems. For example, in

recent studies, Zhang [2] presented a diagnosis algorithm for

actuator faults using adaptive Kalman filter (AKF) for linear

systems. Skriver et al. [3] further improved the AKF method

by extending it for nonlinear systems, called the adaptive ex-

tended Kalman filter (AEKF). Those approaches are different

from traditional Kalman filter-based fault estimation, since

the adaptive algorithm estimates the fault directly without

considering the parameters as extended states. Hasan et al.

[4] proposed an advanced version of the AEKF, called the

adaptive eXogenous Kalman filter (AXKF). The method was

used to detect a complete actuator failure on a UAS to trigger

a parachute fail-safe system [5]. The advanced method was

tested in numerical simulated data and data from actual test

flights. The work focused on the virtual forces acting on the

UAS, i.e. the thrust and torques acting in the x-, y-, and z-

directions. While faults or errors can also occur on sensors,

all these methods can estimate only the actuator fault level. In

other words, they were designed for actuator fault diagnosis

only [6].
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Fig. 1. The hexacopter used in this study. (a) The real hexacopter. The
forward direction is marked by the red arrow and corresponds to the x-
axis on (b). The motor numbers are annotated. (b) A free-body diagram of
the hexacopter used for modelling. It shows the motor distribution and the
coordinate system used in the modelling and the simulation.

For sensor fault diagnosis, Tu et al. [7] developed a method

to calculate residual errors between the estimated state and

the actual sensor readings from an inertial measurement unit

(IMU) and to control a UAS during an attack. A related

approach called anomaly detection has been introduced to

flag sensor readings if they deviate from their normal ex-

pected state. Underlying this, Sharma et al. [8] investigated

different types of sensor faults and how often they occur in

the real world. They presented two different classes of fault

detection methods: Rule-based and learning-based methods.

The learning-based methods for identifying anomalies have

also been studied in [9], [10], where they used Echo State

Network (ESN) to predict the next measurement and calcu-

lates a prediction error. In [10], the authors found peaks in

the prediction error and flagged these as anomalies, while

in [9] the authors focused on state prediction rather than

anomaly detection.

Based on previous studies, integrated sensor and actuator

fault diagnosis has not been addressed. In this paper, we

propose a novel approach for automated sensor and actuator

fault diagnosis of small UAS. The approach combines a ma-

chine learning-based technique for sensor anomaly detection

and AEKF for actuator fault estimation. In particular, we

use ESN to flag anomalies on the sensory input data. This

information is further used by an actuator fault estimator

based on AEKF. By cascading these methods, we aim

to provide a framework for safer drone operations where

possibly dangerous faults in the sensors or actuators can be

detected in time before the system fail.

© 2022 IEEE. Personal use of this material is permitted. Permission from IEEE must be obtained for all other uses, in any current or future media, including 
reprinting/republishing this material for advertising or promotional purposes, creating new collective works, for resale or redistribution to servers or lists, or 
reuse of any copyrighted component of this work in other works.



II. METHODS

In this section, first we introduce the dynamic model of the

UAS, followed with a brief introduction to the AEKF. The

UAS frame used in this paper is a hexacopter. Furthermore,

we present an ESN algorithm for sensor anomaly detection.

Finally, we introduce our approach to combine the AEKF

and ESN for automated sensor and actuator fault diagnosis.

A. Hexacopter Modelling

An illustration of the hexacopter used in this study can

be seen in Figure 1. Let us denote (x(t), y(t), z(t)) and

(φ(t), θ(t), ψ(t)) as the linear and angular position of the

hexacopter in the inertial frame. The hexacopter is modelled

as presented extensively in literature, e.g. in [11], [12]. The

equations of motion for the hexacopter can be written as

follow:

ẍ(t) = −T (t)

m
(cos(φ(t)) cos(ψ(t)) sin(θ(t))

+ sin(φ(t)) sin(ψ(t))) , (1)

ÿ(t) = −T (t)

m
(cos(φ(t)) sin(θ(t)) sin(ψ(t))

− sin(φ(t)) cos(ψ(t))) , (2)

z̈(t) = −T (t)

m
(cos(φ(t)) cos(θ(t))) + g, (3)

φ̈(t) =
1

Jxx

(
θ̇(t)ψ̇(t) (Jyy − Jzz) +Mx(t)

)
, (4)

θ̈(t) =
1

Jyy

(
φ̇(t)ψ̇(t) (Jzz − Jxx) +My(t)

)
, (5)

ψ̈(t) =
1

Jzz

(
φ̇(t)θ̇(t) (Jxx − Jzz) +Mz(t)

)
, (6)

where T (t) is the total thrust, and the triplets Mx(t),
My(t), and Mz(t) are the control torques (moments)

generated by differences in the rotor speeds. Here,

Jxx, Jyy, Jzz are the moments of inertia around the

x(t), y(t) and z(t) axis, respectively. The total thrust and

moments are defined as the control input, i.e. U(t) =[
T (t) Mx(t) My(t) Mz(t)

]ᵀ
, and can be written as an

individual force applied for each rotor as follow:

U(t) =

⎡
⎢⎢⎢⎢⎢⎢⎢⎣

1 −L 0 −b
1 L 0 b

1 1
2L

1
√
3

2 L −b

1 − 1
2L − 1

√
3

2 L b

1 − 1
2L

1
√
3

2 L b

1 1
2L − 1

√
3

2 L −b

⎤
⎥⎥⎥⎥⎥⎥⎥⎦

ᵀ ⎡
⎢⎢⎢⎢⎢⎢⎣

F1(t)
F2(t)
F3(t)
F4(t)
F5(t)
F6(t)

⎤
⎥⎥⎥⎥⎥⎥⎦
, (7)

where L is the distance between any rotor to the center of

the drone, b is the drag factor, and Fi (i = 1, · · · , 6) is the

individual thrust of each motor. Let us define the state of the

drone as:

X =
[
φ φ̇ θ θ̇ ψ ψ̇ x ẋ y ẏ z ż

]ᵀ
. (8)

The nonlinear model (1)-(6) can be linearized and dis-

cretized at its priori estimate X̂k, such that we obtain the

following discrete-time system:

Xk+1 = Fk(X̂k)Xk +BkUk +Ekϑ. (9)

Predictor

Peak recognition

yk ŷk+1

Anomaly

Fig. 2. The anomaly detection process where a predictor predicts the next
value. The prediction error is calculated and analyzed using peak recognition
which marks possible anomalies.

Here, we introduce ϑ to model the faults in the motors

or actuators. In particular, if Ek = −Bkdiag(Uk), then the

nominal control inputs become Bk (I − diag(ϑ))Uk. From

the last expression, if ϑ = I , then the hexacopter experiences

complete actuator failure, and in turn if ϑ = 0, where 0 is

the zero matrix, the rotors are working as expected.

B. Actuator Fault Estimation

We use adaptive extended Kalman filter presented in [3]

to estimate the magnitude of the actuator faults ϑ. The

algorithm uses update law to estimate the fault through the

following equation:

ϑk+1 = ϑk + Γk (Yk −CXk) , (10)

where Yk is the measurement vector and the gain Γk is

obtained from a recursive procedure involving some auxiliary

variables and a forgetting factor. Given measurement matrix

C, the algorithm directly estimates the magnitude of the

faults without considering it as an augmented state like in

the traditional adaptive Kalman filter approach.

C. Sensor Anomaly Detection

To ensure that the actuator fault estimation can estimate

the actuator faults correctly, it has to be ensured that the sen-

sor signals can be trusted. If a sensor experiences abnormal

measurements in the data stream, the specific measurement

should be flagged as an anomaly. An anomaly is defined as a

measurement that is significantly different from the estimated

one [10]. Such an anomaly detector module analyzes the

sensor data in an online fashion. The anomaly detection is

inspired by [10] which uses ESN. The first step is to predict

the next value at k + 1 given a measurement at k. The

second step is to flag possible anomalies in a process called

peak recognition. An overview of the process can be seen in

Figure 2.

1) Echo State Network: In general, ESN has a wide vari-

ety of uses. In [13], an ESN is used to control a fixed wing

UAS and achieve better results than traditional controllers. In

[14], the authors used ESN as a black-box system identifier

of the position and attitude based on throttle-, roll-, pitch- and

yaw commands. The benefits of ESN in insect-like robots for

force estimation and terrain classification used for decision

making on the choice of gait for the robot were shown in

[15] and [16]. One of the advantages of ESN is that it is able

to estimate non-linear relationships as demonstrated in [17],

where a Specific Growth Rate for fish is calculated based on
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Fig. 3. An illustration of the ESN used in this paper. In this setup the
current sensor measurement is used as the input and a prediction of the
next measurement is the output. The solid lines are randomly initialized at
the beginning, while the dotted lines are trained using the recursive least
squares (RLS).

some parameters. In this study, we apply the ESN described

in Figure 3 as a predictor for the sensory signals.

The ESN is chosen over other neural networks since the

sensor signals are from a dynamic system where temporal

relations between data points are important. Furthermore,

it has also embedded temporal memory which leads to

more robust signal prediction, in case of temporary missing

feedback, compared to other techniques. As we will see

in this section, the ESN is conceptually simple and also

computationally inexpensive. In comparison, training for

normal recurrent neural networks can be very difficult and

computationally expensive.

Here, the ESN is trained to predict the next measurement.

Therefore, the target signal, dk, is the same as the input

signal, uk, shifted a step forward in time such that d0 = u1

and so forth. For this study, we have in total nine sensor

signals (three angles, three angular velocities, and three

positions) and use a modular approach where each ESN acts

as a sensor prediction module for each sensor signal. Each

ESN consists of input, hidden, and output layers with sizes

Nu, Nx and Ny , respectively.

Three sets of weights are used in the network to define

the connections: Win, Wres, and Wout. Win ∈ R
Nx×Nu

describes the weights of the connections between the input

layer and the reservoir. Wres ∈ R
Nx×Nx describes the

weights of the internal connections in the reservoir. Wout ∈
R

Ny×Nx describes the weights between the reservoir and the

output layer. In this implementation, Nu = 1, Nx = 40, and

Ny = 1. The matrices Win and Wres are randomly initial-

ized with values from a uniform distribution of [−0.6; 0.6]
and [−1; 1], respectively. Win and Wres are 50% sparse,

i.e. 50% of the weights are zero. The state of the reservoir

is updated using the following update rule:

xk+1 = (1− λ)xk

+ λfsys(Winuk+1 +Wresxk + b0),

yk = Woutxk,

(11)

where xk ∈ R
Nx×1 is the vector of reservoir activation, λ =

0.7 is the leaking rate, uk is the current sensor reading, b0 =
0.001 is a constant reservoir bias and yk is the prediction of

the next measurement. fsys is a hyperbolic tangent activation

function. To ensure echo state property, we keep the spectral

TABLE I

THE ECHO STATE NETWORK PARAMETERS.

Parameter Symbol Value

Number of input neurons Nu 1

Number of reservoir neurons Nx 40

Number of output neurons Ny 1

Reservoir bias b0 0.001

Leaking rate λ 0.7

Reservoir sparsity – 50%
Input to reservoir sparsity – 50%
Reservoir spectral radius ρ 0.6

RLS learning constant β 10−4

RLS learning rate λRLS 0.99

radius of Wres, ρ(Wres) < 1 [18, p. 5]. The initial spectral

radius is calculated by finding the largest eigenvalue, λmax,

and normalizing Wres with it and then scale it with the

desired spectral radius, which in this case is ρ = 0.6.

Wres = ρ · Wres,init

λmax
. (12)

Wout, the dashed connections in Figure 3, are trained in

an online faction using the recursive least squares (RLS)

algorithm presented in [19]. At each time step the input,

Uk is fed to the network and the output weights are updated

according to the RLS algorithm:

ek = dk − yk, (13)

Kk =
pk−1xk

λRLS + xᵀpk−1xk
, (14)

pk =
1

λRLS
(pk−1 −Kkx

ᵀpk−1) , (15)

Wout,k = Wout,k−1 +Kkek, (16)

where dk is the target signal, yk is the output according

to (11), pk is the auto-correlation matrix, Kk is the RLS

gain vector and λRLS is the learning rate. The output weight

vector, Wout, is initialized to the zero vector. Initially, the

output weights cannot be trusted, so the auto-correlation is

something very large defined as p0 = I/β, where β is a

small constant, in this case 10−4. The learning rate, λRLS ,

is set to a constant value less than one, in this case λRLS =
0.99. The parameters of the ESN are summed up in Table I.

2) Low-Pass Filter: The low-pass filter (LPF) is consid-

ered as a simple way of estimating the next measurement, i.e.

it can act as a simple alternative to the ESN based approach

and is included for comparison. By using this method it is

assumed that the next measurement is close to the ones we

have already made. As for the ESN, each sensor signal will

have it’s own associated low-pass filter acting as a sensor

prediction module. In this paper the LPF is an N = 3 sized

moving average filter, such that the next measurement is

predicted as:

ŷk+1 =
1

N

N−1∑
i=0

yk−i. (17)
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3) Peak Recognition: The predictor predicts the next

value. The previous prediction is compared to the current

value; this gives the prediction error, δk. It should be close

to zero for normal data and anomalous data should result in

large differences [10]. The prediction error is then analysed

by the peak recognition which outputs whether the measure-

ment is an anomaly or not. The peak recognition used in this

paper is based on the one proposed in [10]. The algorithm

consists of three stages:

1) Moving average on prediction error:

δavg,k =
1

2
(|δk−1|+ |δk|). (18)

2) Apply two different thresholds to the two most recent

filtered data points. The second threshold is only

applied, if the first is true. If both are true the data

point is marked as an anomaly.

δavg,k > ρk, δavg,k−1 > ρk−1, (19)

where ρk and ρk−1 are detection thresholds.

3) Assume that a single point will at most be marked as

four data points. After four data points trailing marked

anomalies are removed.

D. Anomalous Measurement

In this study a short anomaly is considered where there

is a sudden change in the current to the next value. The

anomaly is injected in two ways. The first method uses the

the standard deviation, σ, of the whole signal and an ampli-

fication factor, β, to calculate an anomalous measurement,

m̃k, using the original measurement, mk:

m̃k = mk + βσ. (20)

The second method is to simply multiply the measurement

with a constant, α:

m̃k = αmk. (21)

E. Combination of Sensor Anomaly Detection and Actuator
Fault Estimation

The sensor anomaly detection and actuator fault estimation

are integrated with each other to spare the AEKF from

faulty sensor values. This is done by assigning one anomaly

detector module to each of the sensor lines, totalling in nine.

Each anomaly detection module outputs a Boolean value

whether the measurement is an anomaly or not. The sensor

measurements are fed to the AEKF as the measurement

vector, y, and the list of anomalies is used to make the

measurement covariance matrix, R. If a measurement is

an anomaly, the anomaly flag is true and the associated

standard deviation should be very large. If a measurement is

normal, the anomaly flag is false and the associated standard

deviation should correspond to the sensor standard deviation.

An overview of this topology can be seen in Figure 4.

III. EXPERIMENT RESULTS AND DISCUSSIONS

In this section the test results are described and explained.

It is divided into numerical simulation section and real

experiment sections. In the numerical section, the ESN-based

and LPF-based sensor anomaly detectors are compared.

The benefit of using sensor anomaly detection in a noisy

environment in use with the AEKF is also explored. In

the experiment section, the anomaly detection and AEKF

is tested against real world data from indoor test flights in

three different scenarios.

A. Numerical Simulation

The following tests are simulated numerically. First the

two predictors for the anomaly detection are compared.

Secondly the effect of shot noise in the sensor data is

examined in relation to actuator fault estimation. Here, the

anomaly detection is used to flag and remove troublesome

sensor readings.

1) Sensor Anomaly Detection: Echo State Network vs.
Low-Pass Filter: In this test the ESN-based and the LPF-

based anomaly detection are compared. The test is run on
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a data-set consisting of position in the x-direction. Noise is

added to the sensor readings using (20), with β = 1 every 5 s,
which results in spikes. In the timespan from 5 s to 25 s five

anomalies are injected. The anomaly detection thresholds are

set as follows: ρk = 0.01 and ρk−1 = 0.0001. In Figure 5

the results of the ESN-based anomaly detection can be seen,

and the results of the LPF-based can be seen in Figure 6.

One of the differences between the methods are that the ESN

amplifies the signal when there is an error, while the LPF

smooths out the signal. For both solutions clear peaks in the

prediction error can be seen, and these are also successfully

detected. However, looking at the prediction error it is clear

that the LPF has problems with signal changes such as the

movements around 12 s and 17 s which leads to a high error.

At 17 s this is enough to incorrectly trigger an anomaly

detection. The ESN, in comparison, can correctly trigger an

anomaly detection where it has a lower error in the normal

operation and also a higher error at the anomalies.

2) ESN+AEKF vs. AEKF: Numerical simulations are

performed using a hexacopter model (1)-(7) assumed to be

equipped with a GPS and IMU to measure the position, the

attitude and the angular velocities. The simulation is run for

40 s. The drone is initialized in the position (0, 0, 10) and

held in position by keeping the motor thrusts at the ideal

levels to maintain a hover. A 10% fault is introduced on

each motor at 5 s. Noise is added to the sensor readings,

by multiplying the measurement vector with 1.5 every five

seconds, (21), which results in spikes. The parameters used
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TABLE II

PARAMETERS USED BY THE MOTOR FAULT ESTIMATION IN BOTH THE

NUMERICAL AND THE FIELD EXPERIMENTS.

Parameter Symbol Value

Mass m 1.5 kg
Arm length L 0.268m
Moment of inertia, x Jxx 0.027 465Kgm2

Moment of inertia, y Jyy 0.027 465Kgm2

Moment of inertia, z Jzz 0.053 868Kgm2

Drag coefficient b 0.01

Gravity acceleration g 9.81m/s2

in the simulation are given in Table II.

The resulting actuator fault estimates can be seen in

Figure 7. Without the anomaly detection, the noise on the

input data is also visible on the actuator fault estimate. Using

the anomaly detection, the fault on the input is removed and

the actuator fault estimate is completely smooth.

B. Field Experiment

In this series of three experiments, the presented algorithm

is tested on a real system. For the experiments a S550

hexarotor with the PixHawk 2.1 Cube FC running the PX4

flight-stack is used. It can be seen in Figure 1a. The drone

weighs around 1.5 kg and has a span from motor center to

motor center across the middle of ∼ 53.5 cm. The drone is

equipped with six T-Motor Air Gear 350 Motor+Propeller
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Fig. 7. Numerical simulation motor fault estimate result. (a) Without
anomaly detection. (b) With anomaly detection. Notice how the anomaly
detection can remove all the resulting spikes in the motor fault estimate.

combo. The propellers are 9.5′′ × 4.5′′. Firstly, the drone

will be flown with all six propellers intact. Secondly, the

drone will be flown with five intact propeller and one

altered one. In the end a weight will be suspended ∼ 0.5m
underneath the drone such that it should experience a sudden

actuator fault due to the extra weight. For all three tests the

drone is commanded to hover at the position (0, 0, 1)m. The

position and orientation is tracked using the indoor OptiTrack

vision based motion capture system. The parameters given

in Table II. The ESNs are trained on real sensor data with

the parameters given in Table I. The anomaly detection

parameters, ρk and ρk−1, are tuned for each sensor value to

minimize the number of false negatives and false positives.

1) Six Normal Propellers: When flying with all six pro-

pellers intact the motor fault estimation should ideally be

zero. The drone starts the flight at about 10 s. Looking

at Figure 8 it can be seen that the fault estimate for all

propellers indeed remain close to zero. They are not exactly

zero which is probably caused by differences between the

model and the real world. Some of the motors also have a

fault less than zero which would mean that the motor works

better than it should, which again can be explained by the

same reason as before.

2) One Broken Propeller: In this experiment the propeller

on motor 2 is replaced by a broken one. The resulting motor

fault estimate of this test is presented in Figure 9. The broken

propeller can be seen in the top right of the figure. The

fault of motor 2 quickly rises as it should do. Ideally the

algorithm should only estimate a fault on motor 2, though it

also estimates a fault on the opposite motor, motor 1. Fault

estimates other than for motor 2 should be zero. This is

due to the hexacopter being an over-determined system, i.e.

the motor faults are estimated from the fault on the virtual

forces (thrust and the three torques around x, y and z) which

have multiple solutions of which the algorithm will find the

minimum norm solution.

3) Taking off with Extra Weight: In this experiment a

weight of ∼ 300 g is attached to a rope of length ∼ 0.5m.

The weight increases the total weight of the drone by ∼

Fig. 8. Estimation of the fault on the six motors with no broken propellers.
The drone starts the flight at around 10 s. The fault for all motors moves
around zero. A fault less than zero would mean that the motor works better
than expected. This is probably due to the difference between the real world
and the model. A video showing this experiment can be seen at: www.
manoonpong.com/FaultDiagnosis/video1.mp4

0.3 kg
1.5 kg = 20%. The weight increase is not known by the

system which in turn should interpret it as a 20% fault on

all the motors. The result of the motor fault estimation can

be seen on Figure 10. A line at 20% is added to this plot. It

can be seen that all the motor faults are estimated to ∼ 20%
confirming the estimation works effectively. In this test there

is also some fluctuation from the desired value which also

is explainable by the difference between the real world and

the model.

IV. CONCLUSIONS

This paper presents a method of combining sensor

anomaly detection with actuator fault estimation. The method

changes the measurement uncertainty from low to high when

encountering an anomaly. Numerical simulations and real

world experiments show that the method works effectively.

In the future, we will use the actuator fault estimate for fault-

tolerant control. It could also be interesting to explore other

types of neural networks, such as feed forward networks,

for anomaly detection. The combined system should also be

deployed to a mobile computer on a drone to be used in real

life.

ACKNOWLEDGMENT

We would like to thank Jes Hundevadt Jepsen for his help

with the experimental work with the drone and the OptiTrack

system. This research is partially funded by Equinor’s gift

professorship at NTNU.



Fig. 9. Estimation of the fault on the six motors with one broken
propellers. The drone starts the flight around 18 s. Motor 2 quickly reaches
a considerable fault level while it takes a while before motor 1 does it.
The fault should only be present for motor 2, and not motor 1. These
differences are probably a product of the system being over-determined,
i.e. the motor faults, of which there are six (one for each motor), are
estimated from the fault on the virtual forces, of which there are four (thrust
and torque in x, y, z). A video showing this experiment can be seen at:
www.manoonpong.com/FaultDiagnosis/video1.mp4
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