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Abstract: In the most common hierarchical control structure for microgrids, the secondary control layer relies on communication
technologies for receiving feedback data and sending control commands. The imperfections of communication such as the delays
can cause oscillations during the voltage and frequency restoration which degrade the power quality. This work aims at studying
this effect in the case of a typical AC microgrid in the islanded mode. For this purpose, stochastic delay models for industrial
communication protocols are combined with a simulation model of the microgrid together with its control system up to the sec-
ondary level. The results illustrate how the choice of communication technology can affect the transient response. Additionally,
compensation of the control performance for the effects of communication is considered. A simple method is used to improve the
control performance only by retuning the controller coefficients, without altering the standard control structure. It is shown that
appropriate retuning of the secondary controller can prevent from oscillations caused by the delays and improve the power quality
to some extent. The presented framework can be used for designing and verifying the combination of communication and control
subsystems in microgrids.

1 Introduction

Microgrids are the key elements of the future power grids that can
either connect to the main energy grid or disconnect and operate in
the islanded mode [1–3]. There are a number of issues in regard with
the control of microgrids such as voltage and frequency stabilisation
or restoration, control of the power flow between the main grid and
the micogrid, and power sharing between power sources inside the
microgrid [1, 4–7].

The first step toward achieving a satisfactory performance in a
microgrid is to model its dynamic behavior [8–10]. The suitable
modeling framework may be different when special types of con-
trol objectives are of interest [11, 12]. It is becoming popular to use
a hierarchical control structure for microgrids which is composed
of local controllers at a primary level, a control system at the sec-
ondary level for coordination of the local controllers, and probably
a tertiary level which coordinates several microgrids with the main
grid [4, 13]. The mission of the tertiary level is for example to regu-
late power exchange between the microgrid and the main grid. The
tertiary level is not involved with the stabilisation of the microgrid
which is a task of the secondary and primary levels [4]. An important
attribute of the secondary controller is its architecture which can be
either centralised, decentralised, or distributed [1]. Distributed archi-
tectures are of particular interest to the researchers due to their ability
to compromise between performance and reliability [10, 14]. The

more recent developments are usually based on the consensus algo-
rithms [15–19]. However, it is not yet usual to use these distributed
controllers since their structures and design methods are relatively
complicated and they are still being developed.

Another important issue is the need for communicating the feed-
back and command signals of the secondary control level. This
communication is typically realised via serial communication net-
works [20, 21]. The performance of the communication subsystem,
measured in terms of delay or bandwidth, has crucial effects on the
secondary control performance which regulates the flow of power
inside the microgrid. It is usual to design conservatively slow con-
trollers at the secondary level such that the communication delays
and also the dynamics of the primary control level can be neglected
[4]. However, this prolongs the duration of the frequency/voltage
restoration phase and deteriorates the power quality, for example
when switching between the islanded and the grid connected modes.
It is desirable to increase the secondary control performance and
speed via improved controller tuning methods that take the commu-
nication delay characteristics into account. The secondary control
level is a networked control system (NCS) from the viewpoint of
control engineering [22, 23]. The general concept of NCS is illus-
trated in Fig. 1a where several controllers interact with a plant
through a communication network. There are several types of com-
munication constraints that can affect the control performance in an
NCS such as transmission delays, data packet loss, limited bitrate,
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and access limitation. It is known that many of these constraints can
be modeled as a form of delay which is usually denoted as the net-
work induced delay [24] . There are a number of communication
protocols that can be used in energy systems and in microgrids such
as the DNP3, IEC 60870-5, IEC 61850, Modbus, and SEP2 (IEEE
2030.5 [25]). These protocols can be mounted on top of a lower layer
protocol like the Ethernet, ZigBee, or CAN [20, 21]. Centralised
secondary control of an AC microgrid composed of m distributed
generators (DG) delivering power through voltage source inverters
(VSI) is portrayed in the Fig. 1b. The data flow of the secondary
control level through the network is indicated using dashed lines.

A number of works have attempted to evaluate the effects of com-
munication on the secondary control performance in microgrids. In
particular, [26] presents the simulation results by presuming con-
stant communication delays and compares between the performance
of the model predictive control and the Smith predictor method. In
[27], a simulation study is presented to evaluate the performance
of a controller for several values of data transmission interval and
data loss rate. The same objective is considered in [28] in which a
comparison is made between the centralised, decentralised, averag-
ing, and distributed controllers. The tolerance of some distributed
architectures with respect to constant time delays is also explored in
[29, 30]. Upper bounds on the delay values that can guarantee the
stability are obtained in [17, 18] under some simplifying assump-
tions. The gain scheduling method is used in [31] to compensate
for the network delays. Also, some general approaches on the NCS
problems are expected to be applicable to microgrid NCSs. How-
ever, it should be mentioned that many of these approaches are not
efficient in the case of microgrid applications. For example, many of
the results on NCSs are based on modelling a communication delay
as an upper bounded time-varying parameter. However, in most of
the networks, the actual delay can rarely become much larger than
the average delay. In this case, one must consider an unnecessarily
large upper bound for delay values to consider some delay values
that rarely occur. The result is conservativeness of the analysis .

A fundamental issue which is not addressed in the existing works
is to understand the extent of performance degradation in micro-
grids that can be caused by the communication constraints in the
existing technologies. It is not clear that when the control methods
commonly used in microgrids (e.g. [6, 13, 32]) should be put aside

(a) The general architecture of an NCS

(b) A microgrid with centralised secondary control.

Fig. 1: Networked control of microgrid.

and the more advanced controllers for tackling the effects of commu-
nication (e.g. [18, 26, 31]) should be used. Such an issue should be
typically investigated via simulations as is done in the above men-
tioned works. The reason is that defining and configuring a single
experimental network for evaluating its response time requires an
independent research, while multiple experimental networks should
be prepared for evaluation of an NCS if a comparison between differ-
ent types of communication is envisaged. However, the simulation
procedures in the mentioned works are not suitable for evaluating
the effects of communication on the performance of microgrids due
to a number of shortcomings:

• The mentioned works ([26]-[31]) are not based on realistic mea-
surements of the networking effects. The evaluations of the control
performance are done for some presumed constant delay values
which is a serious shortcoming.
• Due to the randomness of the communication effects, the time
response of the microgrid NCS is not the same for repeated experi-
ments at the same conditions. Hence, it is insufficient to evaluate the
time responses only based on a single simulation experiment.
• If the performance of a given control structure is not satisfac-
tory in presence of the network delays, performance improvements
may still be achievable only by retuning the controller coefficients.
Hence, it is necessary to examine different sets of control coefficients
for a given control structure.

In this work, the first objective is to evaluate the control per-
formance degradation due to communication in a microgrid with a
hierarchical control structure by taking the above issues into account.
The second objective is to investigate the amount of performance
recovery that can be achieved by retuning the controller. In order
to set up a typical microgrid case study, the AC microgrid with the
droop-based primary control level in [8] is considered in the islanded
mode, together with the centralised secondary control structure for
voltage and frequency restoration in [5]. Empirical data describing
the random delays of communication over the DNP3 protocol are
obtained from [33]. The actual model of the randomly varying delays
together with the model of the microgrid in [8] are jointly simulated
in order to fulfil the research objectives. While the time response
plots are presented and discussed. A quantitative control perfor-
mance index is also used in order to have more accurate evaluations
based on statistical analysis of the simulation results.

The results of this study show that ignoring the effects of com-
munication can not only degrade the control performance, but can
also destabilise the whole system in some cases. The simulations
are repeated for different designs of the secondary controller coef-
ficients which shows that slower controllers are less prone to the
effects of delays. This is a quantitative verification of the qualita-
tive experience gained by the practitioners for using conservatively
slow controllers at the secondary level due to the communication
delays [4]. Additionally, a simple idea for communication aware tun-
ing of the controller is employed in which the random delays are
approximated by constant delays for controller design. Then, the
performance of the designed controller is evaluated in presence of
the realistic random delays. The simulation results for the communi-
cation aware controller show that faster responses at the secondary
level are achievable if the communication delay characteristics are
taken into account.

The organisation of the paper is as follows. The description of the
simulated microgrid up to the primary control level is presented in
Section 2. The communication protocol and the resulting delays that
can affect the control performance are described in Section 3. The
secondary controller which is applied to the microgrid is described
and designed in Section 4. The simulations and the comparisons
between them are presented in Section 5, and conclusions are made
at the end.

2 Microgrid with primary control

In this section, the mathematical model of the inverter based AC
microgrid in Fig. 1b is briefly described up to the primary control
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Fig. 2: Primary control for each VSI.

level. This includes the set of blocks on the right side of the com-
munication network in Fig. 1b. Each of the blocks designated as
"primary controller & VSI" is composed of the local control, power
stage of VSI circuit, and filter as shown in Fig. 2. The model which is
obtained in this section will be used for simulating the control perfor-
mance in the Section 5. The case of balanced three-phase microgrid
is considered. Analysis of unbalanced systems is out of the scope of
the paper since it does not affect the concept of NCS, on which is the
main focus of this work. The voltage and currents are represented as
two element vectors in the dq rotating frame by applying the Park’s
transformation [34]. The angle of the dq frame θ(t) is selected such
that dθ(t)/dt = ωn in which ωn = 100π is the nominal frequency
of the microgrid.

2.1 Network model

The combination of the loads and the network of distribution lines
in the Fig. 1b can be modelled as a circuit composed of resistors
and inductors, which is connected to the VSIs. The state vector
of the network denoted by xnet is composed of the current vec-
tors of independent inductors in the dq frame denoted by iLi

for
i ∈ {1, · · · , q} such that xnet = [iTL1

· · · iTLq
]T . The VSIs can be

considered as a set of voltage sources with output voltages voi ,
i ∈ {1, · · · ,m} in the dq frame. Augmenting these voltages into
a vector vo = [vTo1 · · · v

T
om ]T , the dynamical equations of the net-

work as an electrical circuit can be represented in the form of the
following state space model.

d

dt
xnet = Anet xnet +Bnet vo (1)

The matrices Anet and Bnet can be calculated by combining the
circuit equations in the same way as in [8]. More details are avoided
for brevity.

2.2 VSI model

Each of the VSIs is composed of a power electronic switching cir-
cuit, an output filter, and a cascaded controller which consists of an
inner current loop and an outer voltage loop as shown in Fig. 2 . The
role of the current loop is to improve the transient response and aid
the voltage loop as the main control loop of the VSI. The output filter
of the ith VSI is a simple LC filter with inductor Lfi and capacitor
Cfi . The internal resistance of the inductor is also denoted as Rfi .
This configuration is equivalent to the case of VSIs with LCL output
filters. In fact , the output inductor of an LCL filter can be relocated
and composed with the inductive element of the line which connects
the VSI to the network.

It is common to use proportional-integral (PI) controllers with
feedforward gains according to the equations (2) in the following
([8, 10]) in which Kpc, Kic are the PI controller coefficients for the
current loop, and Kiv , Kpv are the PI controller coefficients for the
voltage loop.

d
dtγ

c
i = i∗li − ili (2a)

v∗li = LfiWili +Kpc(i
∗
li − ili) +Kicγ

c
i (2b)

d
dtγ

v
i = v∗oi − voi (2c)

i∗li = Fioi + CfiWvoi +Kpv(v∗oi − voi) +Kivγ
v
i (2d)

W = ωn

[
0 −1
1 0

]
(2e)

In the above equations, v∗li is the average input voltage of the LC
filter in the ith VSI for i ∈ {1, · · · ,m} (applied by the switching
circuit of the VSI), voi is the output voltage, ioi is the output current,
ili is the inductor current, i∗li is the command signal for ili (output
of the voltage controller), and v∗oi is the command signal for voi
(setpoint of the VSI controller). Also, γci and γvi are the integrator
states. All of these variables are two element vectors in the dq frame.

2.3 The droop controller

It is usual to use droop-based control at the primary level as shown
in Fig. 2. The droop controller takes feedback from the VSI out-
put voltage and current in order to compute the active and reactive
power components denoted by Pai and Qai for the ith VSI. These
power components are calculated as in the following using the same
notation of the Subsection 2.1 with W given in (2e).

Pai = iToi voi (3a)

Qai = iToiWvoi (3b)

The measured power quantities denoted by Pi and Qi are
obtained from low-pass filters that take the instantaneous power
components Pa and Qa as inputs according to the following
equations in which ωc is the the bandwidth of the filters.

d
dtPi = −ωcPi + ωcPai (4a)
d
dtQi = −ωcQi + ωcQai (4b)

The droop controller mimics the behavior of a synchronous gener-
ator [4]. The control law is given in the following equations in which
ωi and Vi for i ∈ {1, · · · ,m} are the frequency and amplitude of the
ith VSI output voltage respectively, ω∗i and V ∗i are input commands
to the droop controller, and mpi , npi are constant coefficients.

ωi = ω∗i −mpiPi (5a)

Vi = V ∗i − nqiQi (5b)

It is easy to add also virtual impedances to the primary con-
troller [5, 7, 32]. For this purpose, a negative term proportional to
the magnitude of ioi should be added to the right hand side of (5b).

3 Data communication

According to the Fig. 1b, the secondary level PI controllers in (7)
are implemented in a central computer. Microgrid voltage/frequency
measurements are sent to the central controller via communica-
tion links over a network. Also, the secondary controller outputs
are broadcasted to all of the VSIs via communication links. These
communication links induce delays in the secondary control loops
which can degrade the control performance of the microgrid. The
magnitude of the communication delays depends on the choice of
communication technology which is used to realise the communica-
tion links for transmission of the signals. The main communication
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(a) The DNP3 layered protocol architecture.

(b) The DNP3 message structure.

Fig. 3: A quick view of the DNP3 protocol.

technologies that are used in microgrids are the DNP3, IEC 60870-5-
101/104, IEC 61850, and Modbus protocols due to their widespread
applications in power systems [20, 21]. These protocols are higher
level communication protocols that should be used over a lower layer
communication. The lower layer can be a serial channels like RS485
or it can be a local area network (LAN). It is also possible to use the
Profinet and Profibus industrial networks. In this section, we briefly
review the DNP3 protocol which is considered for the simulations of
the next section.

3.1 DNP 3.0 Protocol

The third version of the Distributed Network Protocol which is
abbreviated as DNP3 is widely used for data communication in
power systems. This protocol is now a part of the IEEE 1815
standard [35]. It defines three of layers in the OSI (Open Sys-
tem Interconnection) model, including the DNP application layer,
the DNP transport layer, and the DNP data link layer as shown in
Fig. 3a. Different networking technologies can be used at the unde-
fined lower layers such as the TCP/IP or UDP/IP over the Ethernet as
shown in the Fig. 3a. The application layer defines the information
structure and formats for being communicated. As shown in Fig. 3b,
the message structure in DNP3 protocol is composed of an appli-
cation header and multiple pairs of object header and object data.
The application header contains some general information about the
purpose of the message such as being a data request, a command,
or a response. Depending on the purpose of message, multiple data
objects of different types can be added to the message. Each data
object is described with its own header. The transport layer manages
the transmission of long messages by splitting them to data packets
limited to 250 bytes. For a simple message which carries a single
analog value the data packet length is about 10 bytes and no split-
ting is required. The data link layer uses the services provided by the
lower layers to send the data packets without errors. The length of
data packets generated by the DNP3 data link layer can reach 292
bytes considering the extra bytes that are added as data link header.
According to Fig. 3a, the communication delay of the DNP3 protocol
can be split into five parts including:

• TTXDNP : Processing time of the DNP protocol on the transmitter
side.

• TTXLow: Processing time of the lower layers on the transmitter side.

• T commPHY : The communication delay of the physical medium.

• TRXLow: Processing time of the lower layers on the receiver side.

• TRXDNP : Processing time of the DNP protocol on the receiver side.

The total delay of communication can be calculated as

Ttotal = TTXDNP + TTXLow + T commPHY + TRXLow + TRXDNP (6)

The values of the delay components depend on the hardware and
software implementations of the protocol. According to [33], if the
TCP/IP protocols are used at the lower layer, then TTXDNP + TRXDNP
and TTXLow + TRXLow are about 40% and 54% of Ttotal respectively.
The physical communication delay T commPHY in (6) which constitutes
the remaining 6% of Ttotal, is mainly determined by the commu-
nication bitrate and the length of data packets. Hence, the length
of data packets and the distance between communicating nodes
(which limits the bitrate) do not have a dominant effect on the
communication delays.

Some empirical data from [33] are summarised in the Table 1 for
the two cases of using TCP/IP or UDP/IP as the lower layer proto-
cols. These data are used in the simulations of the Section 5. In the
table, LD stands for an embedded device with ARM CPU running at
the speed of 200MHz, 64MB of memory, and Linux 2.4.26 operating
system. Also, HD stands for an embedded device with ARM CPU
running at the speed of 500MHz, 128MB of memory, and Linux
2.6.21 operating system. An HD has a higher set of specifications
and is more expensive compared to an LD. These devices are used
to establish connections between the microgrid components (VSIs,
sensors, etc.) and the control center denoted as CC. The CC is imple-
mented on a PC with Intel Pentium IV 1.66GHz processor and 1GB
of memory. As can be seen in the table, the delay magnitude decrease
as the computational power of the device increases.

3.2 Omission of the DNP3 protocol

The delay profiles specified in the first four rows of the Table 1 are
mainly due to the processing times of the DNP3, TCP, UDP, and IP
protocols. But, none of capabilities offered by these protocols are
usually required in the communication between LD/HD and CC in
an ordinary microgrid. For using the control monitoring capabilities
of the DNP3 protocol, a control station from outside of the micro-
grid does not need to connect to the LDs or HDs. It is only needed
to connect to the CC which has access to the data of all LD and HD
nodes. Hence, we can eliminate the DNP3 from the communication
between LD/HD and CC. It will be still possible to implement a uni-
form control and monitoring solution in large power systems based
on the communication services of the DNP3 protocol. Similarly the
data packet flow control and routing capabilities of TCP, UDP, and
IP protocols are intended for sending massive data over large and
flexible networks such as the Internet. The most efficeint communi-
cation policy is to use only the underlying Ethernet network as an
industrial fieldbus for communication between LD/HD and CC to
minimise the processing time of the communication protocols [36].
This results in a faster communication speed and can decrease the
delay magnitudes to a fraction of a mili-second. The Ethernet proto-
col processing delay becomes very small when Ethernet transceiver
hardware modules are used. It is also required to use restricted soft-
ware architecture at the application and operating system levels to
reduce other processing delays. This approch is pursued in highly
real-time applications such as in motion control systems, and accord-
ing to [37–39], assuming a typical average delay value of 0.2 ms is
reasonable for this case. It is not required to obtain an accurate esti-
mation of the Ethernet delay, since 0.2 ms is negligible compared to
the DNP3 processing delays. It is remarkable that the delay in some
other industrial fieldbuses such as the controller area network (CAN)
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is very close to this range [40, 41]. The described communication
policy is also added at the last row in the Table 1.

4 Secondary control design

The secondary control level is not considered in [8]. Hence, the con-
trol algorithm for the secondary controller in Fig. 1b is selected in
this section in the first step. Then, the coefficients of the selected sec-
ondary controller are designed by optimising a control performance
index. Multiple sets of optimal controller coefficients are designed
for different conditions such that comparisons can be made between
them in the next section.

4.1 Secondary control algorithm

The secondary control structure in [5, 32] is used in this work which
uses PI controllers for regulating the frequency and voltage of the
microgrid to their desired setpoints. The voltage of a microgrid can
be considered as a phasor with amplitude VMG and frequencyωMG.
The secondary controller equations are written as in the following.

d
dtη = ω∗MG − ωMG (7a)

δω∗ = kpω(ω∗MG − ωMG) + kiωη (7b)
d
dtζ = V ∗MG − VMG (7c)

δV ∗ = kpV (V ∗MG − VMG) + kiV ζ (7d)

The error integrator equations of the PI controllers for ωMG and
VMG are (7a) and (7c) respectively in which ω∗MG and V ∗MG are
the setpoints. The corresponding controller output equations are also
(7b) and (7d) in which kpω , kiω , kpV , and kiV are the PI controller
coefficients. The ith VSI (i ∈ {1, · · · ,m}) sets its command inputs
in (5) as

ω∗i = ω̄i + δω∗ (8a)

V ∗i = V̄i + δV ∗ (8b)

in which ω̄i and V̄i are constant values. The integral action of
the controllers in (7) ensures that the error values (ω∗MG − ωMG)
and (V ∗MG − VMG) converge to zero provided that the controller
coefficients kpω , kiω , kpV , and kiV are tuned properly.

4.2 Secondary control performance index

Two main attributes of a control system’s response for evaluating its
performance are the output error and the control effort. In this work,
is the cost function Jρ in the following is selected as the performance
index for the secondary controller time response.

Table 1 Delay profiles for different implementations of the DNP3
communication based on the empirical data in [33].

Communication delay profile Delay parameters (ms)

Link type Lower protocol Min. Avg. Max.

LD to CC
over
Ethernet

TCP/IP 9.1 16.2 28.9

UDP/IP 6 9.49 27.8

HD to CC
over
Ethernet

TCP/IP 4.5 8.8 21.2

UDP/IP 3.9 6.79 21.1

Ethernet (100 Mbps) 0.1 0.2 0.3

Jρ =

∞∑
0

[
‖yk − y∗‖2 + wu‖uk − u∗‖2 (9)

+ ρ‖yk+1 − yk‖2
]

y∗ =

[
ω∗MG
V ∗MG

]
, uk =

[
δω∗(tk)
δV ∗(tk)

]
, yk =

[
ωMG(tk)
VMG(tk)

]
In the above equation, y∗ is the augmented setpoint, uk is the

augmented input, and yk is the augmented output that are time dis-
cretised with sampling period Ts. Also, u∗ is the steady state value
of uk which is reached in response to y∗. The first line of (9) is a
summation over the time steps applied to the error and the control
effort. The terms for control effort are weighted by wu which will
be selected as wu = 0.1. The second line assigns cost to the output
rate of changes weighted by ρ. This parameter will be selected in the
next subsection for controller design. In the next section, Jρ is used
to evaluate the time responses of the designed controllers and make
comparisons between them. It should be mentioned that cost func-
tions similar to Jρ are typically used in optimal control problems for
discrete-time systems [42].

The value of Jρ can be calculated either from simulated responses
or analytically when there are no random delays. The analytical
method is briefly described in the following. First, the closed loop
model of the microgrid which includes the set of equations (1)-(5),
(7), and (8) is linearised and time discretised. The result can be writ-
ten as zk+1 = Aczk where zk is an augmented vector of deviations
of the state variables with respect to their steady state values. Also,
Jρ in (9) is written in terms of zk as Jρ =

∑∞
k=0 z

T
k Qczk. Then,

we have Jρ = zT0 Pcz0 with Pc −ATc PcAc = Qc [42]. The later
matrix equation is known as the Lyapunov equation which can be
solved for Pc efficiently using several available software packages
including MATLAB, Mathematica, GNU Octave, and etc.

4.3 Optimisation-based design

The coefficients of the secondary controller in (7) are designed in
this subsection by optimising the value of Jρ in (9) with a sampling
period of Ts = 10 ms. The value of ρ serves as a design parameter
using which the controller speed can be adjusted. Because, as men-
tioned in the previous subsection, ρ weights the part of Jρ which
depends on the rate of change of the output y in (9). Hence, if ρ is
larger, then the optimisation algorithm will puts more emphasis on
reducing the output rate of change and the designed controller will
be slower.

The dynamic model of the microgrid in Section 2 combined with
the primary and secondary controllers of (2) and (7) is used for
calculation and optimisation of Jρ in (9). In this way, the primary
controller dynamics are involved in the design of the secondary con-
troller which results in a more accurate design. The value of the
cost function is obtained for the case in which unit step changes are
applied to the both setpoints ω∗MG and V ∗MG simultaneously.

Three sets of secondary controller coefficients denoted by C1
through C3 are designed by minimising Jρ for ρ ∈ {100, 10, 1}
respectively in order to investigate the effect of the controller speed
on its robustness to network delays. Each set of controller coeffi-
cients will be briefly denoted as a controller. These controllers are
designed by assuming zero delays. The controller coefficients are
presented in the Table 2. The fminsearch function which is avail-
able in both Matlab and GNU Octave software packages is used for
the optimisations. The microgrid configuration and parameters are
according to the Fig. 5 and tables 3 and 4.

It is more desirable to design controllers by considering the com-
munication delays. However, calculation of Jρ is difficult in the case
of random delays. In this case, Jρ will also be random and does not
have a unique value. It is possible to consider the mean valueE{Jρ}
as the performance index. But, calculation of E{Jρ} based on sim-
ulations may require a large number of repeated simulations which
is computationally intractable. Also, it is not possible to calculate
E{Jρ} analytically based on the existing results. A simple solution
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Table 2 Secondary controller coefficients for different values of ρ.

Set ρ delay kpω kiω kpV kcV

C1 100 0 0.104 9.61 0.104 9.61

C2 10 0 0.29 27.6 0.29 27.6

C3 1 0 0.641 63.3 0.641 63.3

C4 1 30 ms 0.5 19.5 0.5 19.5

Fig. 4: Simulated time responses of the controllers C1 through C4
under the design conditions.

for this problem is to approximate the random delays with constant
delays equal to the average value of the random delays. Constant
delays can be easily augmented to the closed loop microgrid model
and the rest of the design process is similar to the zero delay case in
the previous subsection. Based on this scheme, the forth controller
C4 is design with ρ = 1 by considering the delay profile for the LD
to CC link over TCP/IP protocol. The average value of the over-
all delay τsck + τcak in the LD-TCP/IP case is 2× 16.2 = 32.4 ms
according to the Table 1 which is rounded off to 3Ts = 30 ms for
simplicity. The controller coefficients for C4 are also given in the
Table 2.

The simulated time responses of the controllers under the design
conditions are shown in the Fig. 4. It means that the time responses
of the controllers C1 through C3 are for the zero delay case and a
constant delay equal to 30 ms is inserted in the feedback path for the
controller C4. The plots in the upper graph show the values of ω̂MG
received by the control center and the plots in the lower graph show
the value of VMG.

There is a symmetry between the dynamics of the d-axis and the
q-axis elements of a variable in the dq frame. This symmetry is pre-
served by a transformation to the polar coordinates. Hence, there
is a symmetry between the dynamics from δω∗ to ωMG and the
dynamics from δV ∗ to VMG. As a result, the calculated optimal PI
controller coefficients in Table 2 are also symmetric in the sense that
kpω ' kpV and kiω ' kcV . Another consequence of this symmetry
is that there is a similarity between the step responses of ω̂MG and
VMG in the Fig. 4.

5 Simulation results

In this section, simulation studies are performed to investigate the
control performance of the microgrid NCS in the Fig. 1b for the
communication profiles in the Table 1. The microgrid model together
with the primary and secondary controllers described in the sections
2 and 4 are used for this purpose.

The AC microgrid in [8] which is shown in the Fig. 5 is consid-
ered for the simulations. This microgrid is composed ofm = 3 VSIs
with the same set of parameters. The component values for each of
the VSI output filters, transmission lines, the loads, and the nominal
frequency ωn are given in the Table 3. Also, the parameters of the
VSI voltage and current controllers, the droop controllers, together
with ωc in (4) are given in the Table 4. The values in both of the
tables are from [8].

The steady state condition which results from ω∗MG = 314.47
and V ∗MG = 330 (for all of the VSIs) is considered as the nominal
working point and the initial conditions of the simulations.

5.1 Simulation of the time delays

The minimum, maximum, and average values of the delays for dif-
ferent communication profiles constitute the set of empirical data
which is reported in [33] and summarised in the Table 1. The delays

Fig. 5: The microgrid structure considered for the simulations.

Table 3 Electrical system parameters.

Par. Value Par. Value

Lf 1.35 mH Rline1 0.23Ω

Rf 0.1Ω Lline1 3.2 mH

Cf 50µF Rline2 0.35Ω

Rload1 25Ω Lline2 3.14 mH

Rload2 20Ω Rc 0.03Ω

ωn 314 rad/s Lc 0.35 mH

Table 4 Primary control parameters.

Par. Value Par. Value

Kpc 10.5 F 0.75

Kic 16× 103 ωc 31.4 rad/s

Kpv 0.05 mp 9.4× 10−5

Kiv 390 nq 1.3× 10−4
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Fig. 6: A sample timing diagram of control data communication.

are modelled as a sequence of independent and identically dis-
tributed (i.i.d.) random variables with probability density function
(PDF) that matches the data in the Table 1 for each communica-
tion profile. The simplest PDF with adjustable minimum, maximum,
and average values is the piecewise constant function in (10) in the
following which is used to model the delays in this work.

fd(d) =

{
c−b

(b−a)(c−a) d ∈ [a, b]
b−a

(c−b)(c−a) d ∈ [b, c]
(10)

The parameters a, b, and c are minimum, average, and maximum
values of the random delay, respectively. In order to simulate a com-
munication link with a delay profile specified by a row of the Table
1, the parameters of the PDF are set to the corresponding values in
that row of the table.

An example timing of feedback and command signals for control-
ling ωMG is illustrated in the Fig. 6. Denoting the sampling period
of the secondary controller by Ts, the controlled variable ωMG is
sampled at tk = k Ts (k is a non-negative integer). The kth sampled
value is sent to the control center via a data packet which is received
by the control center after a delay τsck . The received signal denoted
by ω̂MG is updated at the time instant tk + τsck . Hence, this sig-
nal is a stepwise function of time as can be seen in the Fig. 6. The
control center then broadcasts the computed controller output δω∗

to the VSIs where it is received after a delay τcak . At the VSIs, the
primary controller inputs ω∗i for each i ∈ {1, · · · ,m} are updated
at the time instant tk + τsck + τcak as shown in the figure.

For simulation of a communication link that transmits a signal y
(e.g. y = ωMG), first a received value ŷ (e.g. ŷ = ω̂MG) is defined.
Then, it is only required to update ŷ to y(t) at the time instant t+ τ
where t is the time at which the sample of y is taken and τ is the
transmission delay of the data packet that carries y(t). The resulting
received signal ŷ will be a stairwise waveform similar to ω̂MG and
ω∗i in the Fig. 6. This simulation approach is powerful enough for
simulating also data packet losses. For this purpose, a packet loss
is considered as receiving a data packet with infinite delay τ =∞.
Then, it is only required to modify the PDF in (10) such that there is
a probability for an infinite delay which is equivalent to the condition
that the data packet is not received at all (i.e. packet loss).

5.2 Simulated time responses

In this part the simulated time responses of the microgrid sec-
ondary controllers C1 through C4 are presented for the case of
random delays. The communication profiles of the Table 1 are briefly
referred to as LD-TCP/IP, LD-UDP/IP, HD-TCP/IP, HD-UDP/IP,
and Ethernet. The setpoints ω∗MG = ωMG(0) + 20 = 334.47 and
V ∗MG = VMG(0) + 20 = 350 are are applied simultaneously in the
simulations.

The simulation results for the random delay case are shown in
the Fig. 7. There are 8 graphs in the figure showing the frequency
and voltage responses for the controllers C1 through C4. Also, there

are three curves in each graph with different formats for the differ-
ent communication profiles including the Ethernet, LD-TCP/IP, and
HD-TCP/IP. Random delay models according to the PDF in (10) are
used in the simulations of the Fig. 7. For each curve, the commu-
nication profile that determines the PDF parameters is indicated in
the legend. The plots in the left column show the values of ω̂MG
received by the control center and the plots in right column show
the value of VMG. The stepwise form of the curves for ω̂MG makes
it possible to recognise the feedback update time instants from the
plots and obtain an insight into the communication behavior.

The curves that belong to the Ethernet profile show the best per-
formance, because the Ethernet delays are negligible compared to
the sampling period Ts = 10ms. The control performance starts to
deteriorate with the increase of delay magnitude in HD-TCP/IP and
LD-TCP/IP profiles. But, the amount of this deterioration is not the
same for the different controllers.

Comparing between the time responses of the different con-
trollers, it can be seen that C3 is much faster than C1 when there
are no delays (in Fig. 4). But, the faster controller C3 becomes oscil-
latory in the HD-TCP/IP case and unstable in LD-TCP/IP case. An
important fact is that the slower controller C1 does not show a con-
siderable sensitivity to the delays. The value of the design parameter
ρ for C2 lies between the values of ρ for C1 and C3, and accord-
ingly, so is its performance. In summary, the amount of performance
deterioration due to delays increases with the speed of controller. As
mentioned in the introduction, this is the reason that the secondary
control layer is usually tuned to have a slow response in practice (in
order to avoid the effects of communication).

As can be seen in the figure, the time response of the controller
C3 becomes divergent over the LD-TCP/IP communication profile.
Occurrence of a divergent sample response shows that the con-
trol system with C3 over the LD-TCP/IP communication profile is
stochastically unstable [23].

There is a randomness in the simulated responses due to the ran-
dom nature of the communication delays. This randomness is more
significant when the NCS is more sensitive to the random delays, i.e.
in the faster controllers. To illustrate this, the controller responses
in the LD-UDP/IP case are plotted in the Fig. 8 for three repeated
simulations (with the same conditions).

The plots for C4 in the figures 7 and 8 show that this controller
ensures a better convergence compared to the other controllers con-
sidering the different communication conditions. Also, it is seen in
the Fig. 8 that the randomness of C4 is much less than the random-
ness of C3. The reason is that the sample responses of C4 in the
Fig. 8 are closer to each other. Hence, C4 also has the robustness
property of C1 with respect to delays. This fact allows to make the
conclusion that: It is possible design faster secondary controllers and
improve the power quality while preserving the robustness to the
effects of communication if the controller coefficients are designed
according to the delay characteristics.

As mentioned, Figs. 4-8 show the step responses of ω̂MG and
VMG to the setpoints ω∗MG and V ∗MG, respectively. Another sce-
nario is when a disturbance occurs for example due to a change
in the loads. The simulated load disturbance responses of the con-
trollers are shown in Fig. 9. During the simulation the load Rload1
in the Fig. 5 is disconnected before t = 0.04 s and it connects after
that time. The disturbance responses are composed of two parts. The
first part which is seen in the time responses of VMG (the right col-
umn in the Fig. 9) is a fast transient at t = 0.04 s which is damped
in a few milliseconds. The second part comprises the rest of the time
response. The first part is almost independent of the control func-
tion and is the same for the different controllers. The reason is that
the load disturbance directly affects the electric network dynamics in
Equation (1), but the controllers have an indirect effect via the VSI
LC filters. In fact, the controllers are not able to compensate for the
first part of the disturbance responses. But, the second part can be
improved by the controller actions. Hence, the plot limits in the right
column of Fig. 9 are adjusted for mainly showing the second part.
The amount of this improvement is much the same as the depen-
dency of step responses to the controller coefficients in the Fig. 7. In
summary, the plots of the Fig. 9 show that faster frequency/voltage
restoration is achieved after the disturbance.
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Fig. 7: Simulated time responses of the controllers C1 through C4 for different communication profiles.
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Fig. 8: Three repeated simulations for the time responses of the different controllers in the case of the LD-TCP/IP communication profile.
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Fig. 9: Simulated load disturbance responses of the controllers C1 through C4 for different communication profiles.
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5.3 Statistical analysis of the performance index

Although the time response plots in the previous subsection can
demonstrate the control performance for the different delay pro-
files, a more precise approach is to statistically analyse the value
of the same performance index for a set of repeated simulations. For
evaluating the different controllers and comparing between them, it
suffices to consider error convergence and control effort. Hence, we
set ρ in (9) to zero and use J0 in this subsection. Due to the ran-
domness of the delays, J0 is also random and we have to use its
mean value denoted by E{J0} as the performance index. The value
of E{J0} is obtained from 200 repeated simulations for each delay
profile. To have a more continuous range of delay profiles, a num-
ber of virtual delay profiles are generated that are parameterised by
the average delay value davg . These virtual profiles are such that
the minimum and maximum delays are 0.57davg and 2.56davg ,
respectively (these proportions are estimated from the actual delay
profiles in Table 1). Such a range of virtual delay profiles can be
helpful for evaluating the control performance over several other
types of communication links with different networking protocols.
These protocols range from industrial fieldbuses such as CAN and
PROFIBUS to larger scale application layer protocols such as Sun-
Spec Modbus and SEP2 [25] response times. The plots of E{J0}
versus davg are given in Fig. 10a for the different controllers.

(a) E{J0} versus davg for the different controllers.

(b) Variations of J0 for the controller C2.

Fig. 10: A statistical analysis of J0.

According to the plots, when davg is small, the controller C1
gives the largest value of E{J} which means that C1 has the slow-
est time response. As davg increases, the curves of the controllers
C2 and C3 go above the curve for C1 which means that C1 is
more robust than C2 and C3. In the same way, C2 is slower than
C3 for small values of davg but it is also more robust to increase
of delay magnitudes. The curve for C3 tends to infinity at about
davg = 12 ms which means that it has become stochastically unsta-
ble at this point. It is mentioned that the LD-TCP/IP profile has
davg = 16.2 ms according to the Table 1 which is larger than 12 ms.
Therefore, it can be concluded that the controllerC3 is stochastically
unstable in the case of LD-TCP/IP profile (as observed in the Fig. 7).
The important fact which shows up again is that the controller C4
appears to have both of the advantages: it gives relatively small val-
ues of E{J} while it has the robustness property. The superiority of
the controller C4 is a result of the communication aware controller
design. It is mentioned that, these arguments are in agreement with
the plots in the figures of the previous subsection.

In order to have a better illustration of the randomness in the sim-
ulations, the case of the controller C2 is considered and box plots
of J0 for the virtual delay profiles are presented in the Figure 10b
using dashed lines. The actual delay profiles of the Table 2 are also
plotted with solid lines and labels. The horizontal lines of the boxes
specify the quartiles and the whisker limits specify the minimum and
maximum values among the 200 samples.

6 Conclusions

Simulations of a microgrid case study together with standard control
algorithms and actual network delays were used to study the per-
formance of the microgrid secondary controller under the effects of
communication. The proposed framework can serve as a means of
predicting the performance of a microgrid control system prior to
its implementation. The results show that the communication delays
can cause performance degradation and decrease the power qual-
ity. The time response of the system shows a random behaviour
when the effects of communication become significant. In general,
these problems are less critical if the controller are designed to
be conservatively slower. It was shown that the effects of delays
can be compensated by modifying the controller gains. Hence, it is
possible to keep away from conservativeness and design faster sec-
ondary controllers when avoiding short term power quality issues
is important. Another recommendation for small microgrids based
on the results is to omit the protocols such as the DNP3 and
TCP/IP from the real-time communication for implementing the sec-
ondary controller and use these protocols only for communication
of the control center with outside of the microgrid. This reduces the
delays considerably and allows for a higher secondary control per-
formance resulting in a better regulation of frequency and voltage,
and therefore a better power quality.
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