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Abstract—This paper is related to dissemination and exploita-
tion of the InFoCPS PhD research project: Failure of Cyber-
Physical Systems (CPS) may cause extensive damage. Safety
standards emphasize the use of formal analysis in CPS de-
velopment processes. Performance degradation assessment and
estimation of lifetime of energy storage (electric batteries) are
vital in supporting maintenance decisions and guaranteeing CPS
reliability. Existing formal analysis techniques mainly focus on
specifying energy constraints in simplified manners and checking
whether systems operate within given energy bounds. Leading to
overlooked energy features that impede development of trustwor-
thy CPS. Prognostics and health management (PHM) estimate
energy uncertainty and predict remaining life of systems. We aim
to utilize PHM techniques to rigorously model dynamic energy
behaviors; resulting models are amenable to formal analysis. This
project will increase the degree of maintenance of CPS while
(non)-functional requirements are preserved correctly.

I. INTRODUCTION

Cyber-Physical Systems (CPS), such as vehicle systems-of-
systems and automated manufacture systems, feature tight cou-
pling between software components and physical processes [1]–
[3]. Since many CPS are safety-critical applications, assuring
behavioral correctness of CPS to the maximum extent possible
is vital. Formal verification provides a high level of confidence
in CPS operation, and is thus a desirable assurance approach. It
is also highly recommended by international safety standards
(ISO 26262 and IEC 61508) to ensure the correct operation
of CPS as software failures are detrimental to human life and
cause significant financial loss.

Energy plays a key role in CPS, i.e., autonomous vehicles
and automated manufacturing systems, and its performance
limits the assurance of safety and reliability. In order to save
energy, for instance, unproductive stages in industrial factory
automation would be either idle but still consume energy or
completely switch off/partially switch down plant components.
Exploiting switching strategies that shift the device to off or
down modes temporarily but still keep the devices preserved
safety (non)-functional requirements at fine grained time scale
can optimize plant’s overall energy consumption. However, the
complex dependencies between subsystems and devices of a
plant regarding their availability hampers reliable automated
switching. Performance degradation assessment and estimation
of remaining lifetime of CPS regarding energy storage (e.g.

electric batteries) are essential in maintenance decisions and
guaranteeing system reliability.

Conventional formal analysis of energy features in CPS de-
termines whether systems operate within given energy bounds
while all energy constraints are satisfied in generic and sim-
plified manners. This is a challenge as the continuous energy
behaviors of CPS often involve complex dynamics as well as
stochastic characteristics. Thus, some energy features that are
overlooked become problematic and are a potential imped-
iment to developing trustworthy CPS. Through EU projects
MAENAD [4] and TIMMO2USE [5], we have observed the
scalability problems that conventional formal analysis of energy
behaviors encounters. Statistical model checking [41] is one
of the most promising techniques when it comes to handling
industrial systems.

The prognostics and health management (PHM) community
has developed techniques to accurately estimate uncertainty
of energy behaviors and predict remaining life of systems
[6]. We believe energy PHM results should be integrated into
formal analysis (either controller synthesis or verification) of
CPS to refine conventional verification techniques. To make
greater strides in this research direction, we will utilize PHM
techniques to rigorously model energy features and behaviors of
CPS. The resulting models will then be amenable to statistical
model checking. This project will increase the degree of
maintenance of CPS while (non)-functional requirements are
preserved correctly.

The rest of the paper is organized as follows: Sec 2 presents
scientific challenge, the aim and objectives of InFoCPS. Sug-
gested solutions and the research plan are described in Sec 3.
Sec 4 provides related works and Sec 5 illustrates research-in-
progress. Open issues, especially in emerging domains where
energy-efficient and safety-critical analysis strategies pose new
challenges, are followed by the conclusion.

II. AIM AND OBJECTIVES

Conventional formal analysis approaches of CPS make sim-
plified assumptions on energy features, the behaviors of which
are deemed verifiable. The problem is that such a simplification
can adversely affect the verification results in practical cases
in which dynamics and stochastic environments, energy safety
strategies, and energy features are jointly involved. This risk
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highlights that further research is necessitated prior to any
assumption in future formal analysis of CPS.

InFoCPS aims to develop formal analysis techniques that
estimate energy uncertainty efficiently and predict remaining
life of CPS accurately (i) by integrating energy PHM techniques
into statistical model checking; (ii) by using a combination of
existing academic and industrial-strength analysis tools. The
results of InFoCPS will support stringent modeling and formal
analysis of dynamic and accurate energy behaviors in CPS.
They will also increase the degree of maintenance as well as
guarantee safety and reliability of CPS.
G1 Provide a sound semantics model specifying accurate

features, and dynamic and stochastic behaviors of energy
in a uniform way.

G2 Build a toolset supporting multiple modeling tools (e.g.,
Simulink/Stateflow [7], EAST-ADL architecture descrip-
tion language [4], UML/MARTE) and statistical model
checkers (e.g., UPPAAL-SMC [8], SBIP [9]).

G3 Demonstrate the effectiveness and applicability of the
methodology and the toolset in mainly robotics and au-
tonomous vehicle domains.

The goals listed above will be accomplished by utilizing the
InFoCPS methodology and applying them to industrial-sized
case studies.

III. SUGGESTED SOLUTION AND RESEARCH PLAN

In order to alleviate the problem, InFoCPS combines energy
PHM techniques with statistical model checking to maximize
the life of CPS while preserving (non)-functional requirements
correctly. A toolset will be developed to specify energy efficient
behaviors and system architecture; to generate a semantics
model w.r.t the specification; and to analyze the resulting
model using statistical model-checkers. In view of the problems
and objectives, the research will be divided into three work
packages.

WP1. Modeling and Semantics: Create models expressing
advanced features of energy (e.g., uncertainty and dynamic
consumption), prediction of remaining system life, and stochas-
tic behaviors of CPS. Based on the models, a specification
language with a formal semantics and concrete syntax will be
defined. The required activities are as follows: development of
a theoretical foundation consisting of fundamental semantics
models, decision problems, algorithms and optimizations; the
semantic model will be subject to formal expressiveness anal-
ysis and the algorithms subject to computational complexity
studies.

WP2. Toolset development: Build a toolset for model-based
design and analysis of CPS, which supports the formal se-
mantics models, automatic model translation, and statistical
verification. The implementation will be based on existing tools
A-BeTA [10], [11] and ProTL [12], [13] in order to profit from
the existing infrastructure and minimize the implementation
effort. This WP is a prerequisite for empirical evaluation
carried out in the next phase WP3. Furthermore, practical

considerations during implementation will most likely lead to
revisions and extensions of the theoretical models.

WP3. Empirical evaluation: Demonstrate the applicability of
the proposed methods and toolset on realistic industrial-sized
case studies. The case studies will primarily be selected from
the robotics and autonomous vehicles domains in order to profit
from the existing research infrastructure, i.e., robotic, drone
centers, and Industry 4.0 Lab at the University of Southern
Denmark. The case studies will be used in an experimental
evaluation of the scalability of the proposed algorithms, and of
their superiority w.r.t existing algorithms. This WP will lead to
revisions of the theory and the implemented toolset, which will
in turn lead to an iterative process.

IV. RELATED WORKS

Formal analysis of autonomous CPS is a challenging field
which has received great attention in recent years [1]–[3]. Most
research within the formal analysis of energy consumption
in CPS is still based on the linear and generic modelling
and specification for both fuel and batteries: The authors
of [14], [15] assume constant energy consumption at each
time step with fixed batteries capacity. Such unrealistic and
over-simplified assumptions become a potential impediment
to developing trustworthy energy efficient CPS. The authors
in [16] provide a kinetic battery model to formalize the
discharging energy behaviors of a satellite and to analyze
wireless sensor protocols respectively. However, they both
disregard the capacity fading features of the battery. Real-time
statistical model checking techniques have been applied to the
verification of energy-aware CPS [8], [17]–[19]. Similarly, our
earlier work [10]–[13], [20]–[23] provides architecture centric
statistical formal verification frameworks ensuring CPS operate
within given resource bounds (e.g., CPU, memory, storage,
etc.), while being functionally correct, and satisfying given
energy and timing constraints. The energy-aware behaviors of
CPS are modeled in Simulink/Stateflow or extended MARTE
with probability (Probabilistic Clock Constraints Specification
Languages). They are automatically translated into stochastic
timed automata and are amenable to statistical model checking
using UPPAAL-SMC. A concrete result of our work is the
development of the tools A-BeTA [10], [11] and ProTL [12],
[13] which have been disseminated. However, those approaches
lack precise stochastic annotations that specify energy storage
capacity fading, and energy safety strategies jointly involved
with the continuous dynamic environment in CPS. Prognostics
and health management (PHM) is an engineering process of
failure prevention, and predicting reliability and remaining
useful lifetime [6]. Combining PHM algorithms and formal
verification techniques was investigated in several works [29,
30], yet neither formal specification nor verification of continu-
ous energy behaviors of CPS was conducted involving complex
dynamics as well as stochastic characteristics.

V. RESEARCH-IN-PROGRESS

As initial work-in-progress, we provide a formal approach
that represents continuous energy behaviors and predicts energy



TABLE I
MODE-SWITCH STRATEGIES FOR ENERGY PREDICTION

Stg Pause Mode Idle Epta Esys

MD
BM st1 15 Turnoff 5 870 920

st2 35 Standby 18 5640 5687±31
st3 450 Shutdown 360 30560 30730±150
st4 900 Shutdown 810 60140 60133±86

AV st1 10 Ready 4 890 910
st2 25 Turnoff 10 3545 3623
st3 600 Standby 550 40170 40187±52

demands of CPS accurately (i) by integrating cost-consumption
optimization analysis and statistical model checking; (ii) by
using a combination of existing model checking tools. A set
of energy prediction strategies is calculated and the efficiency
of the strategies is evaluated in terms of energy saving and
demand. Furthermore, energy-aware verification is conducted
against (non)-functional requirements in order to increase the
degree of maintenance as well as guarantee the safety and
reliability of CPS.

To exploit energy-efficient and safety-critical strategies, we
represent autonomous or automated switching behaviors in
Priced-Timed Automata models [8], [17] with stochastic inter-
pretation that includes various modes with their dependencies to
time delays or unpredictable changeover times w.r.t. transitions
between modes and energy demands. The formal representation
is amenable to model checking, and enables us to execute
optimal mode-switching strategies and to predict energy con-
sumption during the strategy execution on the real plant. We
evaluate the prediction accuracy of the generated strategies (and
their executions) and the preservation of safety properties on the
two experimental case studies, Beer Brewing Machine (BM) and
Autonomous Vehicle (AV). A list of representative requirements
for each example are reported in this paper. For further details,
refer to [21], [22], [24].

Beer Brewing Machine (BM): A BM [24] integrated into a
beer production line communicates with other systems using
OPC-UA and produces different kinds of beer and a batch
with a defined quantity of beer and a specified recipe for the
batch. It is equipped with various sensors that measure data,
e.g., temperature, humidity and vibration, during the production
and is controlled by a PLC (programmable logic controller:
X20CP1586 controller provided by B&R 1). The power supply
units support: a control unit and sensor modules, a distributed
IO module connecting sensors, and an IT system (ITS) hosting
a software PLC and an OPC-UA server for communication.
Indeed, this ITS plays the role of an energy controller and
initiates the system to enter different modes. The BM has a set
of switchable modes with different power levels: Production:
The BM is fully functional and is executing the brewing
process; Ready: The process has ended and its control is ready
to set to either Production again or switched to other modes;
Turnoff: The IO module and adjacent sensors are turned off;

1https://www.br-automation.com/

Standby: The IO module is on energy saving mode and the
power drive set to standby by the control unit; Shutdown: The
power is shut down completely.

A list of representative (non)-functional requirements on BM
is: R1. If BM is in one of the following conditions, Empty
inventory, Maintenance needed, Manual stop, Motor power
loss, Manual abort, it must stop within 300s; R2. BM speed in
primary products for the next batch must match the given time
per product ID, i.e., defining how many products BM produces.
For example, the valid product range for IPA beer is 0 ≤ input
≤ 150 within a given production time; R3. While the BM is
executing one of the commands Reset, Start, Stop, Abort, Clear,
the others should not be activated at the same time. They are
considered exclusive and specified as an exclusion constraint;
R4. The controller of BM should complete its execution within
[100, 300]s; R5. The maximum energy consumption of BM in
the Shutdown mode must be less than 65kJ.

Autonomous Vehicle (AV): An AV [21], [22] reads road signs
and adjusts its speed and movements accordingly. To achieve
traffic sign recognition, the vehicle is equipped with a camera to
capture images. The camera relays the captured images to a sign
recognition device periodically. The AV has four switchable
modes with different battery levels: AutoRun: The AV is fully
automatic and functional; Ready: The automatic process has
ended and its control is ready to either AutoRun again or
switch to manual driving, i.e., standby mode; Turnoff: The
IO module and adjacent sensors for reading signals are turned
off; Standby: The IO module is in energy saving mode and
the battery drive is set to standby by the control unit.

A list of (non)-functional properties on AV is: R1. A periodic
acquisition of camera must be carried out every 50ms with a
jitter of 10ms; R2. When AV detects a left/right turn sign, it
must not stop but turn in a left/right direction within 300ms;
R3. AV must complete its turning mode within a certain time
interval, e.g., [800ms,1500ms]; R4. When a traffic sign is
recognized, the speed of AV should be updated within [50,
150]ms based on the sign type; R5. The required environmental
information should arrive to the controller within 40 ms, i.e.,
the input signals (traffic sign type, speed, direction, gear and
torque) must be detected by the controller within 40 ms; R6.
When AV detects a maximum speed limit sign, it automatically
adjusts its speed to maintain a safe speed limit; R7. The
maximum energy consumption of AV in the Standby mode
must be less than 50kJ.

A. Modeling Energy-aware Behaviors and Energy Prediction
using Strategies

The energy-aware switching behaviors of a system are for-
malized by means of Priced-Timed Automata (PTA) [25], which
includes information of cost (energy) and transition delay times
involved with different rates in different states. This approach
enables automatic calculation of energy consumption of the
system and monitored execution of switching strategies. A
set of energy-optimized switching strategies satisfying timing
constraints are generated automatically from the PTA using



TABLE II
ENERGY PREDICTION DEVIATION

Eds(sys) st1 st2 st3 st4
Eds(BM) -5.4 [-1.4, -0.3] [1.0, -0.1] [-0.13,-0.15]
Eds(AV ) -2.2 -2.15 [-0.17, 0.09]

UPPAAL model checker in order to support the energy-optimal
operation of the system. Based on cost-optimal reachability
analysis and bound algorithm [8], [17], [25], a generated strat-
egy is expressed as a sequential trace of mode transitions from
an initial to a target mode. The minimum energy consumption
to reach the target mode is then the sum of all the costs along
the trace execution, i.e., minenergy(s) of reaching a mode s
is the infimum of the cost of all finite execution from s0 to
s, and the energy-optimal reachability problem is to find the
largest energy k such that k ≤ minenergy(s)

A set of switching strategies for BM and AV are generated
and listed in Table I: For BM, four strategies (Stg) for different
production pause intervals ranging from 15 seconds to 15
minutes are set. For AV, three strategies for different manual
driving (MD) intervals ranging from 10 seconds to 10 minutes
are set. With increasing pause-/MD time, the relevant energy
controller can switch the BM/AV modes down with lower input
power respectively. Table I illustrates the different strategies
with their pause-/MD times, the modes they reach, and actual
idle times that they stay in the modes. The energy need
predicted by the PTA along the traces for each strategy is also
indicated. The energy controller computes the optimal strategies
based on these values.

Discrepancies between the actual energy demand and the
predicted energy values are caused due to some abstraction
conditions made in the PTA models: The actual time-duration
for a mode may differ due to time lags in the communication
between the energy controller and plant components of the sys-
tem; The actual energy consumption as measured over time is
approximately captured by energy constraints (constant values)
in PTA respectively. Based on the predicted energy need (Epta),
the effects of abstraction conditions are evaluated in comparison
to the actual energy demands (Esys) measured during the BM
and AV operations. Furthermore, we establish the validity of
safety (non)-functional properties in the following sections.

B. Evaluation

We conduct two types of evaluation, Energy Prediction
Accuracy and Safety Property Verification.

Energy Prediction Accuracy: The discrepancies in overall
energy demand regarding power accumulated over time is
computed by the equation: Eds(%) = [

Epdt

Esys
− 1]× 100.

The experimental results in Table I and 2 show that for each
strategy st, the actual energy demand Esys differs from the
predicted energy need Epta. The positive/negative values of
Eds(sys) indicate an overestimation/underestimation of sys-
tems energy inputs predicted by PTA models respectively.

As observed in Table 2, the prediction accuracy for energy
saving is feeble for the short interval pause strategies, i.e.,

st1 of BM and st1, st2 of AV with discrepancies in energy
demand of around 5% and 2% respectively. Whereas, for the
longer interval pause strategies (st2−4 and st3) of BM and
AV, prediction accuracy is rather high with average energy
deviations below 1%. The results indicate that our approach,
with relevant strategies to automated switching, performs well
when pause time intervals become significantly long, i.e.,
switching automation systems to either Shutdown or Standby
modes yields the most promising energy saving during the
longer idling period.

The capacity of energy saving for the seven strategies is
also assessed by comparing their execution to the alternative
of idling in the Ready mode for the entire pause interval. It
is observed that the amount of energy employed for st1 of
BM and st1, st2 of AV is higher than that of each for idling
during the experiments, i.e., neither strategy is beneficial in this
case. The result mirrors the previous discovery in which the
predicted energy demand of the strategies (st1, st2) has a weak
equivalence to the actual measured one due to lower prediction
accuracy for the short interval pause.

Safety and Energy Properties Verification: We consider
optimization of energy-consumption analysis to compute op-
timal energy-aware traces for overall energy consumption.
In our experiments, the particular concern is to analyze the
optimal energy reachability problem for computing the min-
imum energy-usage on a corresponding trace (a sequence of
events occurrences). Thus, we find an optimal energy-usage
sequence satisfying the functional properties and the execution
traces are generated by UPPAAL where the best solution for
its energy demand is also identified. We have also formally
analyzed representative safety (non)-functional properties in-
cluding deadlock freedom using UPPAAL-SMC [8] and the
results are listed in Table 3. The PTA models are amended
based on a stochastic interpretation which replaces the non-
deterministic choices between multiple enabled transitions by
probabilistic choices. Similarly, the non-deterministic choices
of time delays are refined and unpredictable behaviors of the
plant are captured by probability distributions (which are given
either uniform distribution or exponential distributions in cases
of unbounded delays).

VI. CONCLUSION

In consideration of energy analysis (e.g., CPU, memory, and
storage), much research within the formal methods community
focuses on proving whether a systems target platforms are
resource constrained. It mostly excludes or simplifies real
dynamic energy behaviors (e.g., storage capacity fading, in-
creasing discharge rate, etc.). The outcome of InFoCPS using
integrated formal analysis techniques considers a viable and
impactful means to advance formal methods research and its
adoption in large-scale complex systems.

The current research-in-progress and experiments prove the
effectiveness of rigorous modeling and verification techniques
for energy-aware CPS and energy prognostics based on op-
timization of cost-consumption analysis with stochastic inter-



TABLE III
(NON)-FUNCTIONAL PROPERTIES VERIFICATION RESULTS

Req Expression Result
BM R1 Pr[≤ 3000](([]∀i, sti == 1 ∧ bm.(empty ∨maintenance ∨mstop ∨ ploss ∨ abort)) −→

≤300
bm.stop) ≥ 0.95 valid

R2 Pr[≤ 3000]([]¬bm.fail) ≥ 0.95 valid
R3 Pr[≤ 3000]([]¬bm(reset ∧ start ∧ stop ∧ abort ∧ clear)) ≥ 0.95 valid
R4 Pr[≤ 3000]([]¬bmController exec.fail) ≥ 0.95 valid
R5 simulate100[≤ 3000](shutdown energy) valid

AV R1 Pr[≤ 3000]([]¬CameraPeriodic.fail) ≥ 0.95 valid
R2 Pr[≤ 3000]([]((cspeed == 1 ∧ sign == tsign ∧ ¬Ctr.ctr ∧ Ctr.t == 0) −→

≤300
Ctr.tsign)) ≥ 0.95 valid

R3 Pr[≤ 3000]([]((Ctr.turn Left ∧ ¬Turn left.initial) −→ (800 ≤ Turn left.turn left time ≤ 1500))) ≥ 0.95 valid
R4 Pr[≤ 3000]([]((Ctr.recog == 1 ∧ Tsign == 1) −→ ((50 ≤ actuator.uptime ≤ 150) ∧ ctr.upspeed == 1))) ≥ 0.95 valid
R5 Pr[≤ 3000]([]¬CtrSynch.fail) ≥ 0.95 valid
R6 Pr[≤ 3000]([]mLimit == mSpeed −→ FLS < safeSpeed) ≤ Pr[≤ 3000]([]mLimit == mSpeed −→ 90 ≤ FLS ≤ 100) valid
R7 simulate100[≤ 3000](standby energy) valid

pretations using model checkers. This approach integrates the
accuracy of energy prediction strategies and the evaluation of
(non)-functional properties. The provided framework ensures
that CPS operate within given energy bounds, while being
functionally correct, and satisfying given energy and timing
constraints. We also identify the feasibility of energy-saving
strategies in terms of energy demands during the unproduc-
tive/standby phases. For on-going work, there is the need of
adjusting the calculation of energy efficiency sequences to
attenuate the well-known disadvantage of model checking, i.e.,
state space explosion, and improving accuracy of the strategies.
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