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Coping with Information Technology 

Downtime in Hospitals: A Scoping Study 

Jackline BAMDEG a and Thomas SCHMIDT  
a,1 

a
 Centre for Health Informatics and Technology, University of Southern Denmark 

Abstract. Downtime of information systems is a universal challenge faced by health 
care institutions. Regardless of whether downtime is planned or unplanned, the 

unavailability of essential information requires alternative solutions. In this paper, 

we conduct a scoping review of how hospitals deal with downtime. A total of 13 
papers were included in the final analysis, and we found that coping can be grouped 

into three strategies; 1) Increasing communication, 2) Analog fallback, and 3) 
Restricted redundant systems. As the majority of coping mechanisms are related to 

increasing communication and analog fall back, our findings point to the importance 

of customizing coping mechanisms for individual healthcare institutions. 
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1. Introduction 

Anecdotal stories about system breakdowns and information technology (IT) downtime 

are frequent in health care. We, the authors, have both been present at a large Danish 

hospital during such events. More investigations found that almost all healthcare 

institutions have experienced at least one unplanned downtime event [1]. This raises the 

question of how hospitals and their clinicians cope with downtime in order to ensure 

continued delivery of health services. 

Information systems shapes work and communication [2]. However, this conjoint 

adaptation comes with a risk in the absence of technology. Consequently, any institution 

that relies on information and communication technology (ICT) seeks to ensure 

operational continuity through contingency planning as risk mitigation. The Safety 

Assurance Factors for EHR Resilience (SAFER) is one example of such work [3]. 
In this study, we refer to the unavailability of information systems as downtime. This 

unavailability may be planned or unplanned. Planned downtime may happen during 

planned actions as system updates or hardware failures. Unplanned downtime happens 

spontaneously. In any case, continuity of clinical services must be upheld. How the 

situation is handled depends on a plethora of factors; e.g., type and length of breakdown, 

system affected, user expertise, and experience. 

We expect few experiences to be documented in literature. Thus. the aim of this 

work is to conduct a review of coping mechanisms for handling unexpected downtime 

in hospitals. We limit our focus to systems that can be fully, or partially, substituted with 

improvised solutions during the episodes. 
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2. Method 

The study was based on the recommendations of [4,5]. The search phrase was built 

iteratively by initial review of selected papers, and gradually adjusted as the search 

became more focused. The final search phrase used to include articles was ‘("technology 

failure" OR downtime) AND ("electronic health record" OR EHR OR "Information 

system" OR "electronic medical record" OR "Patient administration system" OR 

Paperless OR "Emergency care information systems" OR "Hospital Information 

Systems"). 

We searched Pubmed, Engineering Village, and Cinahl to include papers. All 

references were imported into Covidence, and screened by title and abstract. Following 

this, the full text of articles was reviewed and their findings systematized to distill key 

characteristics; type of study, aim, recommendations, and key coping mechanisms. 

Literature predating the year 2000 and those not focusing specifically on coping with 

downtime within the IT scope at hospitals of this study were excluded. Finally, the 

included literature was thematically analyzed to identify general coping categories. 

3. Results 

A total of 51 studies were assessed in full text, resulting in the inclusion of 13 studies for 

the final analysis (Figure 1). From the thematic analysis we structured the coping 

mechanisms into three categories: 1) Increased communication 2) Analog fallback 3) 

Restricted redundant fallback. 
 

 

Figure 1. Inclusion of papers 

Methods used to disseminate downtime ranged from case-based reporting from 

incidents due to natural disasters [6] and cyber-attacks [7], to aggregated narrative 

analysis of multiple events [8]. Observations and interviews [9], analysis of log files, to 

survey instruments. Likewise, the research settings varied considerably. 

The findings of our analysis are distilled into Table 1 where we find confirmation in 

one of the key tasks of IT, namely to catalyze communication and ensure that information 

is made available when, and where, it is needed. In some cases institutions were aware 

of the growing disparity between electronic or paper-based documentation and 

consequently prepared an entire emergency toolkit in a storage bin containing paper 

forms ordered by category [6]. 
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Table 1. Overview of results. Abbreviations used are Electronic Health Record (EHR), Care Provider Order 

Entry (CPOE), Clinical Decision Support System (CDSS), Laboratory Information System (LIS), Hospital 

Information System (HIS). 

Category Coping mechanism Affected system Cause 
Increased 
communication 

 

Phone [9–12], Alternative working 
procedures [7,11,13], Email [6], 

Command center [6], 

Mass communication [14], 
Designated mediators [7,15,26] 

EHR 
[6,7,10,13,15,16] 

CPOE [9] 

LIS [12] 
HIS [14][11] 

System upgrade 
[10,14] 

System launch [11] 

Hardware failure [6] 
Cyber-attack [7][16] 

Analog fallback 

 

Printed labels [8], White board 

[9,14], Supplementary Paper Forms 
[9,14,15], Notebooks [11,17], 

Emergency Toolkit [6] [18], 
Printed [7,12,17], Ad-hoc logs [14] 

EHR [6,8,15] 

CPOE [9] 
CDSS [17] 

LIS [12] 
HIS [7,11,14,18] 

System upgrade [14] 

System launch [11] 
Hardware failure [6] 

Cyber-attack [7] 
Natural disaster [18] 

Restricted 
redundant 

systems 

Use of offline computers [8],  
Read-only systems [6] 

EHR [6] 
Med. Admin, [8] 

Hardware failure [6] 

The majority of downtime cases involve EHR or HIS systems, but also order entry 

systems, clinical decision support, and laboratory systems. The coping mechanisms were 

coupled to the type of system affected, e.g. we find that EHR downtime call for face to 

face communication and unstructured documentation in forms & notebooks. 

4. Discussion 

We strived to only include research publications. However, from our initial navigation 

of the field, it is evident that grey literature of all kinds actually includes a richer source 

of cases and experience. Analog fallbacks are the most prevalent coping mechanism. In 

relation to this, some of the excluded work contains useful recommendations and 

reflections on the interplay between backup-paper and, e.g., EHRs. Despite this, Lium et 

al. [19] state that EHR should not build upon a paper metaphor as this approach does not 

fully utilize the digital potential. We have found little to no description of if, or how, ICT 

systems are mimicked in their absence. This absence points to an interesting research 

opportunity, as we have anecdotal evidence for this happening during downtime. 

Given the steady improvement of hard- and software technology, one might expect 

that the risk of downtime would diminish over time. Yet, as also indicated by the included 

studies, this is not the case. One reason is the growing connectedness and complexity of 

IT. Another cause is the threat of cyber-attacks of which we have seen several in the last 

few years. Consequently, not only should health organizations strive to boost the threat 

awareness and behavior of their staff, but also have clear procedures and guidelines in 

place given a collapse of IT systems. 

5. Conclusions 

The three coping strategies identified in this review, and the frequency by which they 

have been utilized, are indicative of the continued need for having fallback systems in 

place to handle lack of access to the IT systems. Although there are a number of research 

instruments available for gauging the impact of downtime, there is a need to harvest the 

experiences described in grey literature. Future work should also look at how we design 

IT systems that empower their end-users to deal with the lack of these same systems. 
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